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Microsoft Domain Technologies
Windows client OS setup and configuration

«  Windows server 0S setup and configuration
Active Directory setup and management
Managing users and groups

« Managing processes and services

Using Group Policy to control settings and
security

Windows Remoting

«  Windows Infrastructure services (DNS, DHCP,
File and printer sharing)

Introduction to PowerShell

Networking Technologies
0Sl and the TCP/IP protocol stack
+ Physical Layer and
Data-Link and Ethernet
Frame switching and switches
« Network Layer, IPv4, VLSM, IPvé6
ARP and DHCP
Routing protocols and routers
« ICMPv4 and ICMPv6
Application Layer protocols: DNS, HTTP, SSH

Linux command-line
Linux overview

«  Setup Linux from scratch
Working with files and directories
Text processing

« Regular expressions
Searching for files
Linux networking

« Linux users and permissions
Package management and code compilation
Process Management

- Linux services (web server, database, dhcp, ssh)

(o] lle)

Building tools with Python
+  Hello python

+ Expressions, data types, variables and
simple logic

- Solving problems with python flow
control, conditionals and loops

« Text processing, handling strings, lists
and regular expressions

+ Functional programing, exception
handling and better use of cmd interface

Generating dictionaries and working
with files

+ Network programing” binding sockets,
TCP and UDP clients and servers

« Your 1st network scanner; host scans,
port scans and banner grabbing

«  RAW traffic generation with scapy;
ethernet, IP, ICMP, TCP and UDP

Integrated Infrastructure Challenge
+  Setup your own enterprise environment

- Configure gateways and infrastructure
services

« Configure clients and application servers

« Configure AD users, permissions and
GPO's

«  Perform automated scanning and tests
with python
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Introduction to Cyber Warfare
Anatomy of an Attack

Web Application Hacking

Network Monitoring and Detection -
Windows Malware Forensics

Linux Forensics

Introduction to ASM x86 and
Reverse Engineering

CISSP Bootcamp . .
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