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Vulnerability Assessment
Server-side Attacks
Client-Side Attacks

Web Application Hacking
Windows Privilege Escalation
Lateral Movement

Persistence and Backdooring

O N'1aIn

e Enterprise Defenses

¢ Enterprise information systems as a
battleground

¢ Start with inventory

¢ Vulnerability assessment and path
management

¢ Network segmentation, segregation and
separation

Deep visibility at the endpoint
Managing privileged accounts and hosts

Anti-malware defenses
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Windows client configuration and
hardening

¢ Linux server and service configuration and

hardening

¢ Backup and forensic readiness

Network Monitoring and Detection

¢ Windows Malware Forensics

+ Networking 101 + Digital forensics in rapid changing space
¢ Parsing traffic with network shell ¢ Disk and fs analysis
¢ Indexing and generating statistics ¢ Generating fs timelines
¢ Parsing the higher layers ¢ Windows system artifacts
¢ case#f1: mail harassment ¢ Internet related artifacts f,,
¢ Introduction to malware and targeted ¢ Super timeline all the thinggf"
attacks ¢ Memory forensics V4 {‘\"‘\
¢ case#2: browser exploit + Digging deeper into Wifdows (’g)"émory \\,
+ sniffers, sensors, taps and protocol + Windows forensic ch!aﬂenge ){f‘y \
analyzers / /
¢ case#3: malware in pcap /V) /f
+ IDS/IPS, monitoring and network security ,/ /{fy
analytics L &“,;fv
Linux Forensics e Threat Huntipgwith EM
Disk and filesystem analysis ¢ State of};ﬁe SOC/SIEM
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Generating fs timelines

Linux filesystem artifacts

Server and service-related artifacts
Super timeline all the things

Linux memory forensics

Linux forensic challenge

¢ Log cqjléction, ormalization and
aggregation
:"‘ 8
¢ SIEM Architectures
- . .
+ Profilingfvindows endpoints
/. - . .
¢/ Profiligig Linux endpoints
/s Profj ing infrastructure services
¢ Profiling application services

¢ /Generating baselines, thresholds and
detection rules

¢ Hunting indicators of compromise (loC’s)




