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¢ Networking Fundamentals s

OSl and TCP/IP models

The physical layer

The Ethernet protocols
Basic switch operation

IPv4 addresses and VLSM
Address Resolution protocol
Point to point delivery
Routing protocols

ICMPv4

Introduction to IPv6

Application layer protocols
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Using protocol analyzers

e MS-Domain tesﬁhologi is
Windows gﬁents ‘

Windowls’lServer

Crea«f’e and

/ .
R;;xfnote agcess solutions

.

.

. Install/éind configure Active directory
. anage Group policy

.




Introductjon to| Linux
mand-Jine interface
h files and folders
Text processing

Regular Expressions

Searching for files

System administrations

3
3
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¢ Users, groups and permissions
3
¢ Linux networking
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Introduction to shell scripting

Introduction to Python

* & & & O O o o o o

Hello Python

Python variables and conditionals

Python lists and loops

Dictionaries and structuring data
Manipulating strings

Pattern Matching with regular expressions
Function and functional writing

Reading and writing files

Networking with python socket

RAW sockets with scapy module

e Network Forensics
Why bother parsing network traffic?
Parsing traffic with Linux shell
Indexing and generating statistics

.

¢

¢

¢ Parsing the higher layers
¢ Case #1: mail harassment
¢

Introduction to malware and targeted
attacks
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Case #2: simple exploit
¢ Big brother tactics

¢ Case#3: new perspectives

OS Forensics
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Digital forensics in rapid changing space
Disk and filesystem analysis

Generating file system timelines
Windows system artifacts

Linux filesystem artifacts

Internet related artifacts

Server and service-related artifacts

Super timeline all the things y
/

Windows and Linux memory forensics /,

Hunting windows malware in mé(\pory /

Digging deeper (windows memory)' /

¢ Windows Malware analysis

x86 (Dis)assembly Basics
Working with native code
Debuggers: GDB and WinDBG
Linux sys calls

WinAPI

Analyzing PE files

Practice Assembly
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Reversing Unknown binary with IDA

Threat Hunting with SIEM /

¢

* & & & oo o

State of the SOC/SIEM ,,,f /‘ \
Log collection, hormaltiatlon aﬁg

. oy (A‘ ‘\‘
aggregation @,’ ﬁ.,,_,x/ ,\

SIEM Archltecturgls f \

Profiling wmdowis endp@mts \
Profiling Llnux endpomts \
Profiling mfr‘astruc ‘ re services \

Profiling appllcat n services

Genera,tlng selines, thresholds and \
deteg,tlon rul \




