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[) Reconnaissance

Attack lifecycle

OSINT and passive information gathering
DNS enumeration

Whois and other public resources

Active scanning and host discovery

Port scanning and service/0S fingerprinting

Application vulnerability scanning (SMB, SNMP,

LDAP, HTTP)

[: C2 Connections

Reverse shell connectionsoBind shell connec-
tions

Encrypting control connections

Session management with Metasploit
Evading detection

[) Web Application Hacking

Penetration testing and web applications
Meet the web stack

Profiling the web server

Datastore Injections (SQLi, NoSQL)
Client-side injections (XSS, CSRF)
Detecting OS command injections

File inclusion vulnerabilities (LFI/RFI)
HTTP parameter pollution

Insecure Direct Object References

XML external entity injection (XXE)
Attacking de-serializers

Server-side request forgery (SSRF)
Flaws in cryptographic implementations
Web application testing methodology

(o] lle)

MS Domain and Active Directory Attacks

Dive into PowerShell and WMI
Active Directory enumeration

Uncover hidden and hard to hind attack
paths

Abusing MS services
Domain privilege escalation
Domain persistence and backdooring

Cross-forest persistence and trust At-
tacks

Reverse Engineering and Binary
Exploitation

Introduction to ASM x86

The PE format and WinAPI

Working with Debuggers

Practical Assembly

Introduction to IDA

Reversing Unknown binary with IDA

Final Enterprise Hacking Challenge

Multi machine, multi-segment Domain
Challenge

Server exploitation vectors

Client exploitation vectors

Post exploitation and lateral movement
Security evasion

Data exfiltration
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W | Workshops o

Introduction to Cyber Warfare
Anatomy of an Attack

Web Application Hacking

Network Monitoring and Detection -
Windows Malware Forensics

Linux Forensics

Introduction to ASM x86 and
Reverse Engineering

CISSP Bootcamp . .
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